2.10 SAML configuration and activation

1. Introduction

Using a Single Sign On service with PrivateServer let the customer use the same username and password across different systems. PrivateServer
provides support for SAML 2.0 ( Security Assertion Markup Language ) is an XML-based open standard data format for exchanging authentication and
authorization data between parties, in particular, between an identity provider and a service provider.
SAML protocol identify two different actors:
® |dP (Identity Provider) : is responsible for issuing identification information for all providers looking to interact / service with the system in any
possible way. In our environment is the customer server that had all the users details and acts as an authenticator

® SP (Service Provider): requests and obtains an identity assertion from the identity provider. In our environment PrivateServer acts as a SP,
delegating user identification to the customer IDP.

2. Setup

2.1. Pre-requisites

Before we configure PrivateServer , you must be sure you accomplished following tasks:

1. Created your SSO User/s.

2. Retrieved IDP file (which is an xml one)

3. Create on PrivateServer enough users to match the ones in SSO. Please remember such users on PrivateServer must have correct login, along
with SSO Identity Provider. In our example login is equal to email field.

2.2. Keystore Generation

1 To perform following operations on PrivateServer you must be logged in by SSH console using privileged user root)

Create host directory:

nkdir -p /datal/privateserver/security
cd /datal/privateserver/security

Generate a new keystore and a signing key for the SAML request using the following command, considering first that:

® KEY_ALIAS is the signing key alias
® KEYSTORE_NAME is the keystore file name

keyt ool -genkey -alias KEY_ALIAS -keyal g DSA -keystore KEYSTORE_NAME. j ks -keysize 1024

eg:



[root @ev security]# keytool -genkey -alias sam _sso -keyal g DSA -keystore test_saml .jks -keysize 1024
Enter keystore password:
Re-enter new password:
What is your first and | ast name?
[ Unknown]: Road Runner
What is the name of your organizational unit?
[Unknown]: I T departnent
What is the nane of your organization?
[ Unknown] :  Acre
What is the nane of your City or Locality?
[Unknown]: New York City
What is the name of your State or Province?
[Unknown]: New York
What is the two-letter country code for this unit?
[ Unknown]: US
I's CN=Road Runner, OU=IT departnment, O=Acne, L=New York City, ST=New York, C=US correct?
[no]: vyes
Enter key password for <sam _sso>
(RETURN i f same as keystore password):
Re-enter new password:

You're going to be asked about keystore password (KEYSTORE_PASSWORD) and the signing key encryption password (KEY_PASSWORD).

You can now export the certificate in PEM format using

keyt ool -export -keystore KEYSTORE_NAME. jks -alias KEY_ALIAS -rfc -file signing.cer

eg:

[root @ev security]# keytool -export -keystore test_sam .jks -alias sanl _sso -rfc -file signing.cer
Enter keystore password:
Certificate stored in file <signing.cer>

@ Above command outcome will be used to configure sp.xml file, so keep it available for cut'n'paste

2.3. SP XML metadata file

In /data/privateserver/security directory we must also write one file named sp.xml, that is used to configure your SP. Download sample sp.xml


https://support.privatewave.com/docs/download/attachments/11010807/sample_sp.xml?version=1&modificationDate=1408701145137&api=v2

<?xm version="1.0" encodi ng="UTF-8"?>
<nd: EntityDescriptor entityl D="server.hostnanme" xm ns:nd="urn: oasi s: nanes:tc: SAM.: 2. 0: net adat a" >
<md: SPSSODescri pt or Aut hnRequest sSi gned="true" Want Asserti onsSi gned="fal se" protocol SupportEnunerati on="
urn:oasis: nanes: tc: SAM.: 2. 0: prot ocol ">
<md: Ext ensi ons>
<i dpdi sco: Di scover yResponse xnl ns:idpdi sco="urn: oasi s: nanes:tc: SAM.: profi |l es: SSO i dp-di scovery-protocol "
Bi ndi ng="urn: oasi s: nanmes: tc: SAM.: profil es: SSO i dp-di scovery-protocol " Location="https://SERVER- FQDN spri ng-
security-sam /| ogin/auth/alias/|ocal host ?di sco=true"/>
</ md: Ext ensi ons>
<md: KeyDescri ptor use="si gni ng">
<ds: Keyl nfo xm ns:ds="http://www. w3. or g/ 2000/ 09/ xnl dsi g#" >
<ds: X509Dat a>
<ds: X509Certificate>
M | C9j CCAr SgAw BAgl ETo67pDALBgcghkj COAQDBQAWX] ELMAk GA1UEBhMCVUs x EDACBGNVBAGT
B1Vua25vd24xDz ANBgNVBAC TBnxvbrmRvbj ENVAs GALUEChVEYNnVY Y] ENVAs GATUECX MEYnVy Y] EO
MAWGAL UEAX MFZnVy b3owHh ¢ NMTEx MDA3MDg 0 Mz E2Whc NMTT wMTALMDgOMz E2W Be MQs wCQYDVQQG
Ewd VSz EQVA4 GALUECBVHW\Br bnB3bj EPMAOGA1 UEBX MGh G uZ& uMOWCOWYDVQRKEWR dXJi MQOw
CWYDVQQLEWR dXJi MUWDAYDVQQDEWNZXJIVvej CCAbgwggEsBgcghkj COAQBM | BHWKBgQDIf 10B
HXUSKVLf Spwu70Tn9hG3Uj zvRADDH;] +At | EmaUVAQCIR+1k9j Vj 6v8X1uj D2y5t VbNeBOAAdNG y
ZnC3a5l QpaSf n+gEexAi wk+7qdf +t 8Yb+Dt X58aophUPBPuD9t PFHs MCNVQTWhaRW Z1864r Ydcq
7/ 1'i AxndOUgBxwi VAJdgUl 8VI w MspK5ggLr hAvwWBz 1A0GBAPf hol XWhz3ey7yr XDa4V7| 51 K+7
+ rqgvl XTAs9B4InUMI Xj r r UAL nt Qe QYCOSRZx | +hMKBYTt 88JMoz| puESFnqLVHy NKOG r h4r
s6Z1kWsj f w6l TVi 8f ti egEkCByk8b60UZCIql Pf 4Vr | nwaSi 2ZegHt VIWBTDv +z0kqA4G-FAAKB
gQDKBDz 1 DFPPmmMA9N1FskJCev7CnnVFsK]j i INLUDdi f vS+uWcnvnDf D3y PdxzUeknCr PTBRp+B
I vYWLQ7LM uLgKQL2Ruj G 00z 9JbFMAHUBV2I / 7Zykz GQPy s SEqKCqG+k Dc8VZ4AF | f/ S8YnQk
xqdWXHj LTI zXvcWIOWEYbDALBgcqhkj COAQDBQADLWAWLAI UGP/ 0Zpi 79ZML793XzZvnnr nne5gC
FBmtbDN8h/ 0hAa83j aD8j oLr 098I
</ ds: X509Certificate>
</ ds: X509Dat a>
</ ds: Keyl nf o>
</ md: KeyDescri pt or >
<md: Si ngl eLogout Servi ce Bi ndi ng="ur n: oasi s: nanes: t ¢c: SAML: 2. 0: bi ndi ngs: HTTP- POST" Locati on="htt ps:// SERVER-
FQDN spring-security-sam /sanm /Singl eLogout/alias/|ocal host"/>
<md: Si ngl eLogout Servi ce Bi ndi ng="ur n: oasi s: names: t c: SAML.: 2. 0: bi ndi ngs: HTTP- Redi rect" Locati on="
htt ps:// SERVER- FQDN spri ng- security-samnl /sanl/ Si ngl eLogout/al i as/| ocal host"/ >
<md: Si ngl eLogout Servi ce Bi ndi ng="urn: oasi s: nanes: t c: SAML: 2. 0: bi ndi ngs: SOAP" Locati on="htt ps:// SERVER- FQDN
/ spring-security-sam/sanl/Singl eLogout/alias/local host"/>
<md: Nanel DFor mat >ur n: oasi s: nanes: t c: SAM.: 1. 1: nanei d- f or mat : emai | Addr ess</ nd: Nanel DFor mat >
<md: Nanel DFor mat >ur n: oasi s: nanes: t c: SAM.: 2. 0: nanei d- f or mat : t ransi ent </ nd: Nanel DFor nat >
<md: Nanel DFor mat >ur n: oasi s: nanes: t ¢c: SAML: 2. 0: nanei d- f or mat : per si st ent </ nd: Nanel DFor mat >
<md: Nanel DFor mat >ur n: oasi s: nanes: tc: SAM.: 1. 1: nanei d- f or mat : unspeci f i ed</ nd: Narmel DFor mat >
<md: Nanel DFor mat >ur n: oasi s: nanes: tc: SAM.: 1. 1: nanei d- f or mat : X509Subj ect Nane</ nd: Nanel DFor mat >
<md: Asserti onConsuner Servi ce Bi ndi ng="urn: oasi s: nanmes: t c: SAM.: 2. 0: bi ndi ngs: HTTP- POST" Locati on="
htt ps:// SERVER- FQDN spri ng-security-sanl/sanl /SSO al i as/| ocal host" index="0" isDefault="true"/>
<md: Asserti onConsuner Servi ce Bi ndi ng="urn: oasi s: nanes: t c: SAM.: 2. 0: bi ndi ngs: HTTP- Arti fact" Location="
https:// SERVER- FQDN spri ng- security-sam /sanl /SSQO al i as/ | ocal host" index="1" isDefault="false"/>
<md: Asserti onConsuner Servi ce Bi ndi ng="urn: oasi s: nanmes: t c: SAML: 2. 0: bi ndi ngs: PACS" Locati on="https:// SERVER-
FQDN spring-security-sam /sam /SSQO al i as/| ocal host" index="2" isDefault="false"/>
</ md: SPSSCDescri pt or >
</ nmd: EntityDescri ptor>

Three changes are required:
1. Change entitylD="server.hostname" with a unique Ul that identify PrivateServer as SAML service provider. This can easily be PrivateServer
FQDN.

2. Cut&Paste the signing certificate (without the ----- BEGIN CERTIFICATE----- and ----- END CERTIFICATE----- placeholders) in <ds:
X509Certificate> XML TAG . This is what you created at the end of 4.2 paragraph. To retrieve it:

cat signing.cer

3. Change all "SERVER-FQDN" occurrences with your PrivateServer FQDN

@ Every change to this file requires PrivateServer Tomcat to be restarted

Once you're done you must be sure a proper service entry is present on your IDP. Eg: Some IDP requires your sp.xml to be uploaded.



2.4. IDP XML metadata file

Retrieve the IDP XML metadata file from the company SAML server and save it in file: /data/privateserver/security/idp.xml .

2.5. Config file

In order to enable SAML edit file /data/privateserver/Config.groovy and append the following lines (those are to be considered one template and so they

require proper configuration):

grails.plugins.springsecurity.samn.active = true
grails.plugins.springsecurity.sanl.userAttributeMappings = ["usernane":"Emai |l Address"]
grails.plugins.springsecurity.sanm .nmetadata.url = "/sanl/netadata” // Metadata xm URL
grails.plugins.springsecurity.sanl.netadata.defaultldp = 'ping

grails.plugins.springsecurity.sanl.netadata.providers = [ping: 'file:///datal/privateserver/security/idp.xm"]

grails.plugins.springsecurity.sanl.netadata.sp.file = "file:///data/privateserver/security/sp.xm"
grails.plugins.springsecurity.sanl.netadata.sp.defaults = [
local: true,

alias: '<ac:macro ac:name="brand"><ac: paraneter ac:nane="brand">server </ ac: par anet er ></ ac: macr o>',

securityProfile: 'netaiop',

si gni ngKey: ' KEY_ALI AS',
encryptionKey: 'KEY_ALIAS ,

tlsKey: 'KEY_ALIAS ,
requireArtifactResol veSi gned: fal se,
requi r eLogout Request Si gned: fal se,
requi r eLogout ResponseSi gned: fal se ]

grails.plugins.springsecurity.sam .keyManager.storeFile = "file:///datal/privateserver/security/KEYSTORE_FI LE'

grails.plugins.springsecurity.sanl.keyManager. storePass = ' KEYSTORE_PASSWORD
grails.plugins.springsecurity.sanl .keyManager.passwords = [ KEY_ALIAS: ' KEY_PASSWORD ]
grails.plugins.springsecurity.sanl.keyManager. defaul t Key = ' KEY_ALI AS'

Please check all values are fine according to your needs. For explanation of each config key please read following table:

Config key Description Values

grails. plugins. Enable - Disable SAML integration true - false
springsecurity.sanl.active

ar ai I's.pl ugi ns. Mapping between IdP identification key ["username”:"XXXXXXX"] where XXXXXXX is the IdP Key. Just
springsecurity.san . and Privateserver account identification | change XXXXXXX with your key. Check following paragraph 2.6 if
user At tri but eMappi ngs key in doubt.

grails. plugins. SP metadata URL don't change unless you know what you're doing

springsecurity.san .
met adat a. url

grails.plugins. IdP alias don't change unless you know what you're doing
springsecurity.sanm.
net adat a. def aul t 1 dp

grails. plugins. 1dP xml file [ ping :"PATH"] idp.xml file path: it must starts with "file://"

springsecurity.sanm .
nmet adat a. provi ders

grails. plugins. SP xml file sp.xml file path: it must starts with “file://"
springsecurity.sam .
nmet adata.sp.file

grails. plugins. SP configuration parameters Inside this block of settings you have to:
springsecurity.san .

met adat a. sp. defaul ts * change the "alias" one with "entitylD" specified in sp.xml (we

suggested to use PrivateServer FQDN)
® change all KEY_ALIAS instances



ar a! I's.pl ug! ns. Keystore file SAML keystore path - it must starts with "file://" (in our example you
springsecurity.sant. have to change KEYSTORE_FILE with your actual keystore name)
keyManager . storeFile

grails. plugins. Keystore password SAML keystore password
springsecurity.sam.
keyManager st or ePass

gr ai I's.pl ugi ns. Key password [ KEY_ALIAS: 'XXXXXXX'] where KEY_ALIAS is the signing key
springsecurity.sanm. alias and XXXXX is the key password
keyManager . passwor ds

grails. plugins. Default SAML key The KEY_ALIAS created in "Keystore generation" step
springsecurity.sam .
keyManager . def aul t Key

Once you went throughout your first-time configuration, please consider that every changes in this file requires PrivateServer Tomcat to be
restarted.

Download sample Config.groovy

2.6. User creation

A PrivateServer account must be created for every SSO account, with the right ROLES. Tipically SAML IdP returns an "email" as username, so the
mapping between PrivateServer account identifier and SAML account identifier could be (see the example above)

grails.plugins.springsecurity.sanl.userAttributeMappings = ["usernane":"Emai | Address"]

If SAML IdP use a different key in order to identify an user (for example "LoginName") the configuration must be changed. Once the the configuration is
done, PrivateServer administrator can create every new account using the IdP identification key as username, using a fake password and setting the right
ROLES to the user.

@ In your config.groovy you can specify a "grails.plugins.springsecurity.saml.autoCreate.active = true" option that create a PrivateServer local
account at every SAML new login. The new account created has no right,it only simplifies the new user creation with the right username given
by SAML IDP

That's pretty much it. Once you've finished you must restart tomcat by performing:

/data/bin/restart-http.sh

then each access to PrivateServer will require SSO authentication and thus will result in redirecting on your IdP login page.

2.7. Automatic account creation

Those lines must be add to Config.groovy to enable auto create account:
grails.plugins.springsecurity.sanl.autoCreate.active = true
grails.plugins.springsecurity.sanl.autoCreate. key = 'usernane'

That's pretty much it. Once you've finished you must restart tomcat by performing:

/data/bin/restart-http.sh

After completing the configuration process try to login to PrivateServer using SSO account that is not created on server previously, you are able to log on
to PrivateServer with no rights or permission and a user is created server side.

Login to Web console with an admin user go to users tab and find the user created and give the right permission and role.


https://support.privatewave.com/docs/download/attachments/11010807/sample_Config.groovy?version=1&modificationDate=1408701100564&api=v2

2.8. Troubleshooting

Few words of advice:

Your best friend is /var/log/tomcat6/Privateserver.log : in that file you can find detailed infos about issues arose
Always check no empty line heads up at the beginning of any xml file.
Check that copy'n'paste is respectful of character settings and thus it doesn't introduce weird or alien chars in your configuration files

L[]
L]
L]
® Always check double time configuration file syntax.
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